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Purpose of annual access review in CS

The Campus Solutions Services (CSS) Security team is requesting your
review and acknowledgement of Campus Solutions (CS) security access for
employees in your division/college/department.

* This review is to ensure:

o Users are active employees/Persons of Interest
o Access is appropriate for their job duties

The ‘Roles by Operid’ is a report located in Campus Solutions that shows
Campus Solutions access assigned to employees in your
division/college/department.



D\CBAs help needed:

* To coordinate and ensure access review by managers.
A manager for the purpose of this conversation is anyone who has a ‘reports
to” position.

* To identify managers where the managers are not identified in the
system (Row with missing managers are identified in red font). Please
send the updated list to jsaeed@central.uh.edu.

CBA DBA Dept List Document.xlsx

Please use this file to coordinate access reviews with managers.

D\CBAs, please upload your updated copy of the CBA_DBA_Dept in the Annual Review SharePoint site:
https://uofh.sharepoint.com/sites/cfa/controlleroffice/FY20242025/Forms/Allltems.aspx in the CS

Security Access Audit Report for your division.



https://uofh-my.sharepoint.com/:x:/g/personal/jsaeed_cougarnet_uh_edu/EbdRp0ahrRpKg8DYQNHzU-QB-IMQNv3nkNp6eNCQhfFZXg?e=Akfth8
https://uofh.sharepoint.com/sites/cfa/controlleroffice/FY20242025/Forms/AllItems.aspx?xsdata=%3D&sdata=RWlPT0YxeTZzc0RVc3JWRnZFMnp1YlBlWUVBZnY5elNDeFE4NDBvaU1hQT0%3D&ovuser=170bbabd-a2f0-4c90-ad4b-0e8f0f0c4259%2Cjsaeed%40CougarNet.UH.EDU

Steps to analyze PDF reports: Basic access

UHCSM AD GENERAL - Adm general/basic 1lvl access
UHCSM CC_EXT ORG VIEW - external org setup view
UHCSM CC GENERAL - CC general role

UHCSM CC_OPCAL VIEW - Operation calendar view role
UHCSM FA GENERAL - FA Blanket Role
UHCSM SF GENERAL - SF Blanket role )
UHCSM SR _ADVISOR - View access for stdr.s dvisemnt
UHCSM_SR_CLSS_SCHEDLR - Class schedr®i access
UHCSM SR _ENROLL - Enrollment Acg@ﬁ?”
UHCSM SR GENERAL - Basic leve@ﬁﬁﬁew access to SR
UHCSM SR GRDCHG_APPRV - q;§§§ychange approver role
UHM CS AD IMG VIEW - Forn-rlyUHS RAR VIEW (IMG view)
UHM CS INSTRUCTOR - UH Main Campus Instructor

UHS CS QRYRR - UHS CS Query Run-Only



Steps to analyze PDF reports: Roles naming conventions.

UHCSM AD GENERAL - Adm general/basic 1lvl access

UH roles start with UHCSM CC EXT ORG VIEW - external org setup view

UHCSM, the UHCSM CC GENERAL - CC general role
UHCSM CC OPCAL VIEW - Operation calendar view role
UHCSM FA GENERAL - FA Blanket Role
UHCSM SF GENERAL - SF Blanket role
UHCSM SR ADVISOR - View access for stdt dvlsemnt
UHCSM SR CLSS SCHEDLR - Class schedr—*i access
UHCSM SR ENROLL - Enrollment Aca\\
UHCSM SR GENERAL - Basic level*@}ew access to SR
UHCSM SR GRDCHG APPRV - G; \ change approver role
UHM CS AD IMG VIEW - Forn- rlyUHS RAR VIEW (IMG view)
UHM CS INSTRUCTOR - UH Main Campus Instructor

UHS CS QRYRR - UHS CS Query Run-Only

exception are some
roles that start with
UHM/UHS



Steps to analyze PDF reports: Roles naming conventions.

JCUHCSC_SR_ADVISOR - View access for stdt advisemnt
JCUHCSD_FA_GENERAL - FA Blanket Role
] UHCSM CC EXT ORG VIEW - external org setup view
UH roles start with UHCSM_CC_GENERAL - CC general{?e
UHCSM, the UHCSM CC_OPCAL_VIEW - Operqﬁ:{f}“‘h calendar view role
exception are some UHCSM_SF GENERAL - SF P}fhat role

) UHCSM_ SR _CLSS SCHEDQP”Q\bLass scheduler access
roles that start with UHCSM SR_ENROLL "{:Q{allment Access
UHM/UHS UHCSM_SR GENER.»{\\\ Basic level view access to SR
UHCSM SR GRDC"“E APPRV - Grade change approver role
XUHCSV_AD_GENERAL - Adm general/basic lvl access
UHM CS AD IMG VIEW - FormerlyUHS RAR VIEW(IMG view)
UHM CS INSTRUCTOR - UH Main Campus Instructor

UHS_CS_OQRYRR - UHS CS Query Run-Only



Steps to
analyze PDF
reports:
Commonly
assighed
roles and
their access

Newly added role:
UHCSM_SL ADMIN_USER
identifies Slate system users.

UHCSM_CC_GENERAL
UHCSM_SF_GENERAL
UHCSM_SR_GENERAL
UHCSM_CC_BIODEMO_VW

UHCSM_AD_GEMERAL

UHCSM_AA_ADVISOR
UHCSM_SR_ADVISOR
UHCSM_AA_CHKIN_FRNTDSK
UHCSM_SR_ENROLL
UHCSM_AA_CHEIN_RPTS
UHCSM_CC_3C_UPD
UHCSM_AA_UHA_MGMT
UHCSM_AA_APPT_FRNTDSK
UHCSM_SR_CLSS_SCHEDLR
UHCSM_CC_BIODEMO_STDNT_UPD
UHCSM_SR_PRG_PLN_UPD
UHCSM_AA_APPT_ADMIN
UHCSM_FA_GENERAL
UHCSM_SR_GRAD_PROC
UHCSM_SR_GRDCHG_APPRY
UHCSM_AD_APPL_MAINT
UHCSM_CC_SVC_IND_MASS_PROC
UHCSM_AA_CHKIN_ADMIN
UHCSM_CC_EVENT_SETUP_VIEW
UHCSM_CC_3C_SETUP
UHCSM_PT_SECADMIN_VW
UHCSM_AD_TRNSFR_WVW
UHCSM_SR_STUGRPS_CORR
UHCSM_CC_BIODEMO_UPD
UHCSM_FA_ASSISTANT
UHS_CS_ORYRR / UHS_CS_REPORT
UHS_CS_QRYRC

Wiew only access to basic student bio/demo data
Wiew only access to student account data

Basic level view access to Student Records data
Wiew only access to non-student bio/demo data

Basic level view access to Admissions data

Basic level view access to Academic Advisement data
Wiew access to Student Records data for advising

Access to check in student in advising check in system
Update access to enroll students

Wiew access to check in system repu:rrt5|

Update access to checklist, comments, communications
Add/update access to UH4 setup

Access to check in students in appointment system
Update access to create/maintain class sections and generate permission numbers.
Update access to student bio/demo data

Update access to update program/plan.

Addfupdate access to appointment system setup

Basic level view access to Financial Aid data

Update access to graduation tracking functionality
Update access for grade change approval, particularly grade change list
Update access to maintain applications

Update access to mass assign/release service indicators
Add/Update access to check in system setup

View access to Event setup pages

Add/Update/Correct access to 3C setup

Wiew access to PeopleTools/Security pages

Wiew access to admissions transfer credit data

Correct access to Student Group data

Update access to non-student bio/demo data

Update access low-level financial aid pages

View queries

Write queries



Detailed information on Campus Solutions
roles

* This file identifies

* The frequency of access assignment for a role. The USERID_COUNT field
identifies the number of users who have access to this role.

* An overview of what kind of access a roles gives. (Main CS functionality on
role).

* The top three generalized job titles associated with that role.

* Role definitions.xlsx



https://uofh-my.sharepoint.com/:x:/g/personal/jsaeed_cougarnet_uh_edu/EcDbjxFhi7BLlLOKkWfTgkIBUAqxAivhotIdvnikMPDCCQ?e=cROeXh

Managers,
please
mark all
the access
that needs
to be
removed.

UI—]CSM SF GENERAL - SF Al Let role

UHCSM SR CLSS SCHED;P/\ Class scheduler access
UHCSM SR _ENROLL "'"""‘-‘ollment Access

UHCSM SR GENE.RJ/\ Basic level view access to SR
UHCSM_SR_GRDGTE;APPRV - Grade change approver role

UHM:Cs:INETRUETOR - UH Main Campus Instructor

UHS_CS_OQRYRR - UHS CS Query Run-Only .\Fﬁﬁw \J\
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Please
complete the
last page of
the report.
Upload the
report using
the provided
instructions.
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